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Abstract—Reliable operation of power systems is a primary
challenge for the system operators. With the advancement in
technology and grid automation, power systems are becoming
more vulnerable to cyber-attacks. The main goal of adversaries
is to take advantage of these vulnerabilities and destabilize
the system. This paper describes a game-theoretic approach to
attacker / defender modeling in power systems. In our models, the
attacker can strategically identify the subset of substations that
maximize damage when compromised. However, the defender can
identify the critical subset of substations to protect in order to
minimize the damage when an attacker launches a cyber-attack.
The algorithms for these models are applied to the standard
IEEE-14, 39, and 57 bus examples to identify the critical set of
substations given an attacker and a defender budget.

Index Terms—Blackouts, Cascading failures, Cyber-attack,
SCADA, Smart grid, RTUs, Resilience.

I. INTRODUCTION

MART grids are a result of increasing demand for reliable
electric energy. The advancement in the grid’s technology
is responsible for expanding the capabilities of the traditional
power grids generation, transmission, and distribution systems.
Technologies such as substation automation, phasor measure-
ment units (PMUs), and advanced metering infrastructures
(AMIs) are currently deployed to achieve reliable supply for
electric power. However, it increases the cyber component in
a smart grid, which potentially increases the attack surface.
Furthermore, cyber-attacks are documented as one of the major
obstacles towards the reliable power system operation [1], [2].
Attackers take advantage of these technological advancements
and launch sophisticated attacks causing severe damage to the
systems, e.g., recent blackout of Dec 2015 Ukraine [3].

A power network consists of substations, control centers,
AMIs etc. The substations have remote terminal units (RTUs)
to monitor and control the field devices such as relays, and
circuit breakers. These devices can be remotely manipulated
to isolate transmission lines from the network during main-
tenance or faulty conditions [4] that can result in cascading
failures. Therefore, RTUs become the primary target for cyber-
attacks. The adversary aims to gain complete control of the
RTUs and cause severe power system damage by modifying
the relay settings, remotely opening circuit breakers, changing
measurement data etc. However, the time and effort required in
compromising a RTU ensure that an attacker can only access a
few RTUs before they are detected [5]. Consequently, strategic
attackers try to identify the critical substations to launch a
successful attack that maximizes the damage [6].
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In order to minimize the damage, defending all the sub-
stations simultaneously against cyber-attacks is very difficult
given financial budget constraints. Besides, the defense mecha-
nisms become more expensive since dedicated IT professionals
are required to continuously monitor the system to identify
and patch the vulnerabilities for a stable system operation.
Therefore, it becomes necessary to intelligently identify a
critical set of substations that can be prioritized and protected
to minimize the system damage during a cyber-attack.

Previous works [7]-[15] have explored the frameworks and
cyber-attack models that could simulate and analyze specific
type of cyber-physical vulnerabilities in the power system. A
framework for modeling cyber-physical switching attacks and
man-in-the-middle attack is presented in [7], [8]. A class of
attacks impacting physical processes excluding anomalies in
the cyber-domain is referenced in [9]. Data integrity attacks
and load redistribution attacks are discussed in [10], [13]. In
[11], the impact of cyber-attacks on the transient stability of
the system is described. An approach to identify and protect
a subset of measurements from the adversaries considering
false data injection attacks is presented in [12]. Node over-
loading attacks due to increasing load resulting in cascading
failures are studied in [14]. The above approaches emphasize
on specific vulnerabilities, however, they do not focus on
system-wide identification of critical components to attack
in a power system. This can provide important insight on
prioritizing and protecting the substations and its components
for improving the overall system resilience. Moreover, unlike
our approach they do not consider a system-wide view on
defending against these vulnerabilities especially with limited
resource availability.

In this paper, we consider a game-theoretic approach to
design an attacker / defender model for power systems. A
strategic attacker tries to maximize the damage by identifying
the worst-case attack whereas the defender tries to minimize
the damage by protecting the critical substations. A worst-
case attack refers to an attack on a subset of substations
that cause maximum system damage. Here, we consider the
cyber-attack on substations to gain access to the RTUs where
the adversary can open the circuit breakers by manipulat-
ing protection assembly control signals resulting in severe
cascading failures. Identifying all the possible attack and
defense scenarios is computationally infeasible. Therefore, it
is necessary to identify the worst-case attack and defense in
an efficient way. The main contributions of the paper are:



o A formal model for an attacker is described, where the cost
of attacking any substation is uniform. In this model, the
attacker can identify the critical substations and its com-
ponents that can be manipulated to disconnect transmission
lines from the network that maximize system damage based
on the attackers budget.

« An efficient polynomial-time algorithm is presented to iden-
tify the worst-case attack based on the attacker model.

e A formal model for a defender is described, where the
cost of protecting any substation is uniform. In this model,
given a defense budget, a defender can identify the critical
substations to protect in order to minimize system damage
during a cyber-attack.

« An efficient polynomial-time algorithm is presented to iden-
tify the critical substations to defend to minimize damage.

o The case study is performed on the standard IEEE-14, 39,
and 57 bus systems [16]. Our results show that the approach
captures the worst-case attacks on the power network and
effectively uses the defense model to minimize the damage.

The remainder of the paper is organized as follows. Sec-
tion II presents the attacker model followed by the defender
model in Section III. Section IV demonstrates the results. The
conclusions are provided in Section V.

II. SYSTEM MODEL

A power system is a complex network of power gen-
eration, delivery, monitoring and control components. The
power delivery elements such as transmission lines, buses, and
transformers supply power from the generation points to the
loads. However, the monitoring and control devices such as
protection assemblies and circuit breakers are responsible for
isolating faulty elements from the network during abnormal
conditions. Due to the advancement in technology, power
networks can be remotely controlled using RTUs and SCADA
systems. Attackers may compromise these systems and isolate
components from the power network causing cascading out-
ages resulting in severe load loss [3].

We consider a power system G, where U is a set of buses,
G is a set of generators, 1" is a set of transformers, L is a
set of loads, and P is a set of protection assemblies. The
power system is divided into substations. Each substation has
its own monitoring and control units referred to as RTUs.
Let S = {S%}", be the set of substations. Each substation
consists of a set of protection assemblies from P. We define
F(S?%) as a function that returns the set of protection assem-
blies in a substation S®. Clearly, the union of all the protection
assemblies in every substation represents the set of protection
assemblies in the power network, that is, U™ | F(S%) = P.

ITI. ATTACKER MODEL
In this section, we provide the attacker model that could
result in maximum load loss in a power network.
A. Worst-Case Attack

The goal of the malicious attacker is to destabilize the power
system and maximize the load loss. The attacker achieves this

by gaining access to a subset of substations S C S. The
adversary is resource bounded, i.e., it can compromise at most
Bg substations. Then, the attacker identifies the protection
assemblies P C F(S') that will be manipulated to isolate
transmission lines from the power network. Here, the attacker
manipulates at most Bp protection assemblies. The budget Bp
can represent the maximum number of protection assemblies
that the attacker can attack due to a stealthiness criterion.
Note that a non-strategic attacker may choose a large Bp
and potentially attack all the protection assemblies within the
compromised substations, however, a more strategic attacker
may favor a small Bp as the attack may remain undetected
for a longer period of time, which could potentially cause
more damage. Also, note that manipulating all the protection
assemblies of a substation to isolate power lines may not lead
to cascading failures resulting in severe load loss due to the
reduction in overall system load. We define the attack on a set
of substations S" and protection assemblies P' by Ap.

Let the loads in the power network be defined by L; and
current flowing through each load is given by I;, where j = 1
to n,n € N. Now, the load loss function is computed as below:

nor
2o Li x 100, VI; =0 (1)
Lt

where L is the total system load and Ap is the attack. The
problem is formally defined below.

Problem 1 (Worst-Case Attack): Given a power system net-
work G, a substation budget Bg, and a protection assembly
budget Bp, find a worst-case attack Ap that maximizes the
load loss in the power system network. Formally,

J(Ap) =

argmax max J(Ap)
s P'CF(S") 2)

st. |S|<Bs, |P|<Bp
B. Algorithm for Finding Worst-Case Attack

Using exhaustive search to identify worst-case attack is
computationally infeasible due to the combinatorial nature of
search space [18]. Hence, we present an efficient Algorithm 1
to find the worst-case attack. The algorithm starts with an
empty set and intelligently selects the critical substations one-
by-one that cause maximum system damage. Next, from the
selected substations, the algorithm iteratively identifies the
protection assemblies to manipulate. It takes as input the power
system model G/, the substation budget Bg, the protection
assembly budget Bp, and the substation and its component
information S}"f °. Here, substation components refer to the
protection assemblies of the substation. Then, it finds the
worst-case attack by identifying the critical substations S, to
compromise, the transmission lines 7;, corresponding to the
protection assemblies that are manipulated to be removed from
the network, and the resulting load loss L,,. The substation
and its components i.e., protection assemblies is denoted by s,
which represents a hash table. At each iteration j, based on S,
S is obtained by using Substation_comps(). If S, is non-
empty, the function selects the substations .S, from the power
system that cause maximum load loss in the previous iteration



Algorithm 1 Algorithm for Finding Worst-Case Attack

Algorithm 2 Algorithm for Worst_Attack() Function

1: Input: Gp, Bs, Bp, Siu'/®
2: Initialize: Ly, < 0, Ty < 0,Sw < 0,Lg < 0
3: forj=1,...,Bg do
if Sy = 0 then )
S« Substation_comps(S“Lfo7 0)

4
5:
6: else
7: S « Substation comps(Smfo Sw)
8
9

end if R
: for all s € S do
10: P; + F(s)
11: Tp,Lp < Worst_Attack(Gp, Py, Bp)
12: if Lp > L., then
13: Ly <+ Lp, Ty < Tp, Sy < s
14: end if
15: end for
16: if (Lg — L) < € then
17: break
18: else
19: Ly < Ly
20: end if
21: end for

22: return Sy, T, Loy

and uses it to obtain a new set of substations to select from
that may result in maximum damage in the current iteration
j. For each s € S, Worst_Attack(G,, P;, Bp) computes
and returns the transmission line outages corresponding to
the selected protection assemblies and load loss denoted by
Tp, Lp respectively that cause maximum damage. In each
iteration j, if Lp > L,, then the solution is updated. The loop
terminates if no further improvement L, — L,, is observed.
The function Worst_attack() is described as Algorithm 2.
The algorithm intelligently selects the critical protection as-
semblies one-by-one to isolate transmission lines that cause
maximum load loss (equation 1). It takes as input the power
system model G, substation components P, and the protec-
tion assembly budget Bp. Further, it identifies the maximum
load loss L;U and the outages T;,. The algorithm starts with an
empty set and uses Max_loss(G,, P;, ) to identify the com-
ponent outages resulting in maximum damage. This function
simulates a set of contingencies, i.e., outages of components
and returns the one that cause maximum load loss. The
components and corresponding load loss is represented by T,
L P respectwely For each iteration ¢, Updated_ comps(Pt, TP)
uses TP and returns a new set of components P, to be
removed from G, depending upon Bp. P, represents a
list of contingencies that are needed to be simulated. Next,
Max_loss(Gp, B, Pt) uses the updated component list P, to
identify the maximum load loss causing components in the
current iteration 7. In each iteration 7, if the load loss LIP
is greater than the maximum load loss L, then the solution
is updated. The worst-case running time of Algorithm 1 is
O(|S| x |Bs| x |P| x |Bpl), which is non-exponential.

IV. DEFENDER MODEL

In this section, we provide the defender model to improve
the power system resilience by minimizing the load loss. Here,
based on the attack on the substations and its components, a
set of critical substations to be protected is identified.

: Il‘lpllt: Gp, Et, BP ,

: Initialize: L, + 0,7, < 0

T];,, L;, “ Ma/x_loss/(Gp7 P, 0)

Ly Lp, T, +Tp

fori=1,...,Bp do
fjt — Updated comps(Pt,TI;)
T L <— Max 1oss(Gp,Pt,15t)
1f L > L then

9: L — Lp, T,y Ty

10: end 1f

11: end for

12: return T, L,,

o i

A. Defender’s Problem

The goal of the defender is to improve the system resilience
and minimize the load loss possible. A defender achieves this
by protecting a subset of substations Dg from the total number
of substations S, i.e., Dg C S. The defender is resource
bounded, i.e., it can protect at most Bp substations. The sub-
stations can be protected using various methods such as better
firewall protection against intrusion, application whitelisting,
network segmentation [17]. Note that this model can provide
important insight upon which substations can be upgraded
first considering financial budget constraints and the worst-
case attack. The problem is formally defined below.

Problem 2 (Defender’s Problem): Given a power system
G and a defense budget Bp, find a defense strategy Dp that
minimizes the load loss in the power network. Formally,

argmin max max J(Ap)
Ds S'CS—Dg P'CF(S") 3)
st. |Ds|<Bp, |S|<Bs, |P|<Bp

B. Algorithm for Finding the Critical Substations to Protect

Using exhaustive search to identify the critical substations to
protect is computationally infeasible due to the combinatorial
nature of search space [18]. Hence, we present an efficient
Algorithm 3 to find the set of critical substations to protect.
The algorithm starts with an empty set and intelligently selects
the critical substations one-by-one to protect that minimizes
system damage. It takes the power system model G, the
substation budget Bg, the protection assembly budget Bp,
and the defense budget Bp as inputs. Further, it identifies the
critical substations Sp to be protected to minimize the load
loss during an attack.

First, the worst-case attack with no defense is obtained
using Get_Attack(G), Bs, Bp,0,0), which is same as Al-
gorithm 1. It provides the substations Sy to compromise
that maximizes the damage. From the identified worst-case
attack, the substation to be protected is identified using
Get_Attack(G), Bg, Bp, Sp, s). This function is similar to
Algorithm 1, however, it computes the worst-case attack after
removing the substations to be protected Sp and the substation
s that belongs to S, from the attackers list of attackable
substations. For each iteration ¢ and for each s € S’w, the
substation to be protected that minimizes the load loss, i.e., if



Algorithm 3 Algorithm to Find Critical Substations to Protect

1: Inmput: Gp, Bs,Bp, Bp

2: Initialize: S, < 0,Sp < 0, Ly + 100

3: Tw, Lw, Sw < Get_Attack(Gp, Bs, Bp,0,0)
4: fori=1,...,Bp do

5 L. < 100

6: if Sp # 0 then

7: Sw < Get_Attack(Gp, Bs, Bp,Sp,0)
8: end if .

9: for all s € Sy do

10: Tw, Lw, Ssub < Get_Attack(Gp, Bs, Bp,Sp, s)
11: if Ly < Ly then

12: Ly <= Ly, Sy« s

13: end if

14: end for ,

15: Sp + Sp U Sd

16: end for

17: return Sp

f,u, < L,, is identified and the solution is updated, i.e., Sp <+
Sp U S:i. Next, depending upon Bp, for each iteration ¢, the
new set of critical substations to compromise S,, is obtained
using Get_Attack(G), Bs, Bp,Sp, () based on Sp. This
function returns the new worst-case attack by considering only
the substations that are not protected. The worst-case running
time of Algorithm 3 is O(|S|x |Bp|x|S|x|Bg|x|P|x|Bp|),
which is non-exponential.

V. EVALUATION

To evaluate the developed algorithms, we apply them to
the standard IEEE-14, 39, and 57 bus systems. We used a
steady state simulator discussed in [18] for our analysis. First,

Fig. 1: IEEE-14 Bus System [16]

we discuss an attack-defense scenario for the standard IEEE-
14 bus system shown in Figure 1. The blue colored dotted
lines represent the substations denoted by S1 , ... , S10.
Each transmission line is protected by a pair of protection
assembly denoted by PAn, where n € N. These protection
assemblies within the substations can be manipulated to open

the circuit breakers that can disconnect the transmission lines
from the network to initiate the cascading failures causing
severe damage to the power network. Table I shows the details
of the performed case study. The attack budget for the system
is assumed to be 2. However, the defense budget is increased
in steps up to a total of 6 substations. From Table 1, it is clear
that the load loss for the IEEE-14 bus system is significantly
minimized by intelligently selecting the substations to be
protected. Moreover, with an increase in the defense budget,
a total of 57.31% improvement in load loss is observed. The
substations that are attacked and defended are mentioned in
table 1. Similar results for IEEE-39, 57 bus systems can be
obtained using the developed models.

Now, we identify the worst-case attack and defense for the
three standard IEEE systems. Figure 2 represents the load
loss as a function of various attack and defense budgets. In
each figure the x-axis represents the defense budget and the
y-axis represents the overall system load loss. Red, green
and blue colored markers represent attack budget 2, 3 and 4
respectively. The respective colored markers at defense budget
‘0’ corresponds to the load loss with no defense. From figure 2,
it is clear that by carefully selecting the substations to be
protected and with increase in the defense budget the overall
system loss is significantly minimized and the adversary is
unable to maximize the damage even with increase in the
attack budget. In our analysis, we choose a defense budget
of 0-50% of the total number of substations for each system.
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Further, we discuss the time taken to identify the worst-case
attack and defense shown in figures 3 and 4 respectively. In
each figure, the x-axis represents the attack or defense budget
whereas the y-axis represents the time. Red, green and blue
lines represent the worst-case attack or defense identification
time for IEEE-14, 39, and 57 bus systems respectively. From
figure 3, it is clear that as the attack budget increases, the
time taken to obtain the worst-case attack increases marginally



TABLE I: IEEE-14 Bus System Attack-Defense Scenario

Attack Budget B Defense Budget | Pre-Defense | Post-Defense | Substations Substations Improvement
(Bs) P (Bp) Load Loss Load Loss Attacked Defended (%)
2 2 3 51.17 48.30 S7 S4, S3, S2 5.61
2 2 4 51.17 43.46 S1, S6 S4, S3, S2, S7 15.07
2 2 5 51.17 29.55 S8, S9 S4, S3, S2, S7, S6 42.25
2 2 6 51.17 21.84 S5, S10 S4, S3, S2, S7, S6, S9 57.31
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Fig. 2: Load loss as a function of various attack and defense budgets for different standard IEEE systems.

for the three systems which is insignificant when compared
with the time taken by exhaustive search for 14, 39 and 57
bus systems shown by gray, coral, and violet colored lines
respectively. The algorithm also provides mostly the same
solution for these systems as the exhaustive search. Similar
analysis can be performed for defense scenario. Figure 4 shows
that as the defense budget increases, the time taken to identify
the critical set of substations to be protected increases slightly
which is again inconsiderable if compared with the exhaustive
search. It clearly shows that our algorithms perform much
better than the exhaustive search. This is mainly because of
the fact that in each iteration of these algorithms, our search
is guided intelligently to significantly reduce the search space
in order to obtain an efficient and effective solution.

VI. CONCLUSIONS

The attacker and defender models along with the algorithms
to obtain the worst-case attack and defense were developed.
The main idea of the attacker model is to select the subset of
substations causing maximum system damage when compro-
mised by an adversary. However, the defender model operates
to protect the subset of substations that minimize the system
damage. The case study on IEEE systems showed how the
damage to the power network can be significantly reduced
by intelligently selecting a subset of substations to protect,
given a defense budget. Under financial budget constraints,
prioritizing and protecting the critical substations can greatly
increase system resilience. Moreover, these algorithms can
be easily applied to larger systems with higher attack and
defense budgets. As part of the future work, these models can
be applied to changing network topologies to provide online
solutions for prioritizing defense resources.

ACKNOWLEDGMENT

This work is funded in part by the National Science Foun-
dation under the award number CNS-1329803 and the NSF
FORCES project under the award number CNS-1238959.

[1]
[2]
[3]
[4]

[5]

[6]

[7]

[8]

[9]

(10]

[11]

[12]

[13]

[14]

[15]

[16]
(17]

[18]

REFERENCES

W. Wang and Z. Lu, “Cyber security in the smart grid: Survey and
challenges,” Computer Networks, vol. 57, no. 5, pp. 1344-1371, 2013.
D. B. Rawat and C. Bajracharya, “Cyber security for smart grid systems:
Status, challenges and perspectives,” in SoutheastCon 2015.

T. Pultarova, “Cyber security-Ukraine grid hack is wake-up call for
network operators [news briefing],” Engineering & Technology, 2016.
P. Oman, A. Risley, J. Roberts, and E. Schweitzer, “Attack and defend
tools for remotely accessible control and protection equipment in electric
power systems,” in 55th Conf. for Protective Relay Engineers, 2002.
Y. Liu, P. Ning, and M. K. Reiter, “False data injection attacks against
state estimation in electric power grids,” ACM Transactions on Informa-
tion and System Security (TISSEC), vol. 14, no. 1, p. 13, 2011.
“Destructive cyber attacks increase in frequency, sophistication,”
AFCEA,[Online] Available at: https://www.afcea.org/content/Article-
destructive-cyber-attacks-increase-frequency-sophistication.

S. Liu, S. Mashayekh, D. Kundur, T. Zourntos, and K. Butler-Purry, “A
framework for modeling cyber-physical switching attacks in smart grid,”
IEEE Transactions on Emerging Topics in Computing, 2013.

Y. Yang, K. McLaughlin, T. Littler, S. Sezer, E. G. Im, Z. Yao, B. Prang-
gono, and H. Wang, “Man-in-the-middle attack test-bed investigating
cyber-security vulnerabilities in smart grid scada systems,” 2012.

H. Lin, H. Alemzadeh, D. Chen, Z. Kalbarczyk, and R. K. Iyer, “Safety-
critical cyber-physical attacks: Analysis, detection, and mitigation,” in
Proceedings of the Symposium and Bootcamp on the Science of Security.
ACM, 2016, pp. 82-89.

S. Sridhar and G. Manimaran, “Data integrity attack and its impacts on
voltage control loop in power grid,” in PES General Meeting, 2011.
B. Chen, S. Mashayekh, K. L. Butler-Purry, and D. Kundur, “Impact of
cyber attacks on transient stability of smart grids with voltage support
devices,” in Power and Energy Society General Meeting (PES), 2013.
J. Hao, R. J. Piechocki, D. Kaleshi, W. H. Chin, and Z. Fan, “Sparse
malicious false data injection attacks and defense mechanisms in smart
grids,” IEEE Transactions on Industrial Informatics, 2015.

Y. Yuan, Z. Li, and K. Ren, “Quantitative analysis of load redistri-
bution attacks in power systems,” IEEE Transactions on Parallel and
Distributed Systems, vol. 23, no. 9, pp. 1731-1738, 2012.

V. Turau and C. Weyer, “Cascading failures caused by node overloading
in complex networks,” in Joint Workshop on Cyber-Physical Security
and Resilience in Smart Grids (CPSR-SG), IEEE 2016, pp. 1-6.

S. Hasan, A. Chhokra, A. Dubey, N. Mahadevan, and G. Karsai, “A
simulation testbed for cascade analysis,” in IEEE PES ISGT, 2017.
http://icseg.iti.illinois.edu/power-cases/, ICSEG.

T. R. M. Lee, M. J. Assante, and T. Conway, “Analysis of the cyber
attack on the ukranian power grid. defense use case,” SANS ICS, 2016.
S. Hasan, A. Ghafouri, A. Dubey, G. Karsai, and X. Koutsoukos,
“Heuristics-based approach for identifying critical n- k contingencies
in power systems,” Resilience Week, 2017.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /ComicSansMS
    /ComicSansMS-Bold
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /Impact
    /Kartika
    /Latha
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /Mangal-Regular
    /MicrosoftSansSerif
    /MonotypeCorsiva
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Raavi
    /Shruti
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Required"  settings for PDF Specification 4.01)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


		2018-07-03T16:02:15-0400
	Certified PDF 2 Signature




